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What type of information/intelligence is provided?

a Maggioli Group company

Advanced Intelligence, Protection, Antifraud.

FeaturesSubscription 
level

SILVER

GOLD

ADVANCED

ADD ON

Industries

Government
Finance 

& Banking Energy Telco

Adversary Network Infrastructure
Malware Campaigns
DDoS Campaigns
Security Vulnerability
Torear Actions
Tools, Techniques, & Procedures (TTP)
Incidents & Campaigns

ICS/SCADA Systems Vulnerability & Incident
Domain Abuse
Phishing (Kits e URLs)
Compromised Account (Data Leak e Data Breach)
Brand Reputation
DarkWeb Mention & Information Analysis

On-demand 50-day specialized Second Level 
Intelligence for customised reports and custom 
analyses

Compromised Credit Card

Note: the service includes additional market vertical services in addition to those indicated

Features Silver Gold Advanced

Tactical Cyber Threat Intelligence
Tactical and Operational Cyber Threat Intelligence
Daily CTI Report
Tactical CTI Report
Operational & Strategic CTI Report
Use of CTI Feeds associated with specific industries
Operational and Strategic Cyber Threat Intelligence
On-demand Support

FUSION Service

COMMERCIAL IN CONFIDENCE

rfi@cy4gate.com - sales@deepcyber.it
E N G



Cyber Threat Intelligence (CTI) involves 
collecting, analysing and utilising information on 
cyber security threats.
Diverse sources provide data on cyber threats 

and TTPs, enabling immediate identification, 
monitoring and blocking of threats. This leads 
to proactive and preventive defence, thereby 
protecting systems before they are attacked.

The increasing number and intensity of cyber attacks is prompting the improvement of defence 
systems, notably through the use of proactive and preventive defence tools capable of neutralising 
threats before they can have any impact.

Cyber Threat Intelligence
A powerful tool to maximise the effectiveness of your proactive defence

Our unique model

The solution
Cyber Threat Intelligence

An advanced intelligence service
How is this solution different: benefits and distinguishing features

DEEPCYBER | CY4GATE

By combining intelligence with monitoring 
and analysis of cyber threats, it is possible 
to create a successful containment strategy 
to address them. An effective defensive 
strategy is based on timely and constant 
tactical intelligence, which can be employed 
through the security operations centre (SOC).  
The information that is provided is contextualised 

vertically with regard to the intended use, i.e. they 
are related to the client’s technological context 
and industry sector. 
In addition to the CTI feeds, the clients are 
provided with the main actionable insights from 
the service in the form of reports that are also 
vertically contextualised by sector/industry of 
reference.

1. It allows the company to deploy CTI effectively while avoiding high investment costs for platforms 
and specialised expertise.

2. It provides daily acquisition of both commercial (Mandiant, Group-IB, etc.) and open source 
qualified CTI data sources.

3. It delivers immediately deployable intelligence thanks to contextualisation on the relevant 
technology area, in addition to all the most significant cross-cutting campaigns.

4. It provides regularly (even daily) customised reports based on clients’ industries.

At tactical level, intelligence focuses 
on threat indicators (IoCs) to provide 
a realistic picture of the company’s 
security capabilities.

Strategic level intelligence provides an 
overview of evolving threats and attacks, 
enabling decision makers to increase 
corporate resilience.

At operational level, intelligence 
provides information on the attackers 
and their motivations and on potential 
threats.

With a view to improving attack prevention and defining more comprehensive cyber risk mitigation 
and response strategies, the cyber threat intelligence FUSION service offered by DeepCyber and 
Cy4gate addresses the need to provide the three layers of CTI information:

The need
Strengthening cyber defence layers starting with proactive defence

The service is provided by sharing aggregated, 
normalised and correlated CTI feeds, ready for use 
on cybersecurity systems, and collected on a daily 
basis from qualified sources (both commercial 
and open source) and specifically relating to the 

relevant industry sector. This allows to flexibly 
receive tactical intelligence, already processed 
and immediately usable on companies’ security 
systems (Firewall, AV/AM, Web App Security/Web 
Filtering, etc.).

How it works

Feed analysis, management and dispatch Report creation, update and 
dissemination

The cyber threat intelligence (CTI) FUSION service delivers added value that can be summarised in the 
following immediate benefits:

Three subscription levels:

Silver version - The client receives full tactical intelligence

Gold version - The intelligence provided with the Silver version is enriched with information on 
the attackers and the operational methods used to carry out attacks

Advanced version - The client receives the operational intelligence of the Gold version, but also 
benefits from dedicated on-demand support

Daily CTI 
reports
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Tactical CTI 
reports

Strategic CTI 
reports


